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SUBSTI TUTE HOUSE BI LL 2931

Passed Legislature - 1998 Regul ar Session
St ate of WAshi ngt on 55th Legislature 1998 Regul ar Sessi on

By House Commttee on Commerce & Labor (originally sponsored by
Representatives McMorris, Conway and B. Thomas; by request of Secretary
of State)

Read first tine 02/ 05/98. Referred to Commttee on

AN ACT Relating to electronic signatures; amendi ng RCW 19. 34. 100;
and adding a new section to chapter 19.34 RCW

BE | T ENACTED BY THE LEG SLATURE OF THE STATE OF WASHI NGTON:

Sec. 1. RCW19.34.100 and 1997 ¢ 27 s 3 are each anmended to read
as follows:

(1) To obtain or retain a license, a certification authority nust:

(a) Be the subscriber of a certificate published in a recognized
repository, which may include any repository nmaintained by the
secretary;

(b) Knowi ngly enploy as operative personnel only persons who have
not been convicted within the past ((f+fteen)) seven years of a felony
((er)) and have ((ever—fnever})) never been convicted of a crine
involving fraud, false statenent, or deception. The secretary may
provide by rule for the manner in which crimnal background i nformation
is provided as part of the |icensing process. For purposes of this
provision, acertification authority know ngly enpl oys such a personif
the certification authority knew of a conviction, or should have known
based upon the background information required by rule of the

secretary;
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(c) Enploy as operative personnel only persons who have
denonstrat ed know edge and proficiency in follow ng the requirenents of
this chapter

(d) File with the secretary a suitable guaranty, unless the
certification authority is acity or county that is self-insured or the
departnent of information services;

(e) Use a trustworthy system including a secure neans for limting
access to its private key;

() ((Present—proof—to—the——seeretary—of—havinrg—working——capttal
N IR | ' | I "y I |
N I L I busi oy . hority:

£¢y)) Mintain an office in this state or have established a
regi stered agent for service of process in this state; and

((h)) (g Conply with all further |Ilicensing requirenents
established by rule by the secretary.

(2) The secretary must issue alicense to a certification authority
t hat :

(a) I's qualified under subsection (1) of this section;

(b) Applies in witing to the secretary for a |license; and

(c) Pays a filing fee adopted by rule by the secretary.

(3) The secretary may by rule classify licenses according to
specified limtations, such as a maximum nunber of outstanding
certificates, cunulative maxi num of recommended reliance limts in
certificates issued by the certification authority, or issuance only
within a single firm or organization, and the secretary may issue
licenses restricted according to the limts of each classification
The liability limts of RCW 19.34.280 do not apply to a certificate
issued by a certification authority that exceeds the restrictions of
the certification authority’ s |icense.

(4) The secretary may revoke or suspend a certification authority’s
license, in accordance with the admnistrative procedure act, chapter
34.05 RCW for failure to conply with this chapter or for failure to
remain qualified under subsection (1) of this section. The secretary
may order the summary suspension of a |icense pending proceedi ngs for
revocation or other action, which nust be pronptly instituted and
determned, if the secretary includes within a witten order a finding
that the certification authority has either:

(a) Utilized its license in the commssion of a violation of a
state or federal crimnal statute or of chapter 19.86 RCW or

SHB 2931. SL p. 2
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(b) Engaged in conduct giving rise to a serious risk of loss to
public or private parties if the license is not imedi ately suspended.

(5 The secretary may recognize by rule the licensing or
authorization of certification authorities by other governnental
entities, provided that those licensing or authorization requirenents
are substantially simlar to those of this state. If licensing by
anot her governnent is so recogni zed:

(a) RCW19. 34. 300 t hrough 19. 34. 350 apply to certificates i ssued by
the certification authorities |icensed or authorized by that gover nnent
in the sane manner as it applies to |licensed certification authorities
of this state; and

(b) The liability limts of RCW 19.34.280 apply to the
certification authorities |icensed or authorized by that government in
the sane manner as they apply to licensed certification authorities of
this state.

(6) Unless the parties provide otherwise by contract between
t hensel ves, the licensing requirenents in this section do not affect
the effectiveness, enforceability, or validity of any digital
signature, except that RCW19. 34. 300 t hrough 19. 34. 350 do not apply to
a certificate, and associated digital signature, issued by an
unlicensed certification authority.

(7) A certification authority that has not obtained a license is
not subject to the provisions of this chapter, except as specifically
provi ded.

NEW SECTI ON. Sec. 2. A new section is added to chapter 19.34 RCW
to read as foll ows:

(1) The following information, when in the possession of the
secretary, the departnent of information services, or the state auditor
for purposes of this chapter, shall not be nmade avail able for public
di scl osure, inspection, or copying, unless the request i s made under an
order of a court of conpetent jurisdiction based upon an express
witten finding that the need for the information outwei ghs any reason
for maintaining the privacy and confidentiality of the information or
records:

(a) Atrade secret, as defined by RCW19.108.010; and

(b) Information regarding design, security, or programmng of a
conputer system used for purposes of licensing or operating a
certification authority or repository under this chapter.

p. 3 SHB 2931. SL



a b~ W N

(2) The state auditor, or an authorized agent, nmust be given access
to all information referred to in subsection (1) of this section for
t he purpose of conducting audits under this chapter or under other |aw,
but shall not nmake that information available for public inspection or
copyi ng except as provided in subsection (1) of this section.

Passed the House February 10, 1998.

Passed the Senate March 2, 1998.

Approved by the Governor March 12, 1998.

Filed in Ofice of Secretary of State March 12, 1998.
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